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This document is a quick reference guide for iMaxsoft/VerticoDATA Demonstration Portal. The
iMaxsoft/VerticoDATA Demonstration Portal is developed as a running specification to identify
the needs of sensitive and privacy data protection and security for ORACLE enterprise users.

Audience of this document is intended for CIO, IT security staff, ORACLE DBA, and Chief
Security Officer.

Enterprise is morally and legally liable for leaks of personal private and sensitive informa-
tion. Tighter legal responsibilities and hefty fines have drawn corporate top management
attention to this serious issue. But rushing for a quick fix may lead you to a bigger security
problem down the road. For example, when ‘users login information’ got hacked, 100,000
user-login-names and passwords were stolen, then you immediately revamp your customer's
login process by adding instant text messaging and email confirmation process, sounds
pretty promising, but you have just doubled your customer's sensitive information from
"name and password" to "name, password, confirmation email, and mobile phone number".
The end result is that you spent more investment doubling your liabilities and getting no
guarantee of hacking free. You should always focus on 'how did the breach occur?' first,
over 99 percent, it is an inside job, tighten-up your internal security procedure and deploy a
precision security solution is the most effective option. Also, the rule of thumb for mitigat-
ing security risk is to stop collecting un-needed private and sensitive customers’ informa-
tion.

Enterprise Security Solution

The root cause of today's data security problem is the high demands of customers services
fulfillment. Huge data banks are forming in lighting speed and their sizes grow exponen-
tially every second. Failure to safeguard data banks will lead you to a dream hotbed for
hackers.

So, is that true, the quicker to adopt modern and advanced technology, the bigger the
chances to be hacked. It is always risky to leverage new technologies for maintaining busi-
ness competitive edge, but if you don’t, you may loss your business completely. Today’s
technology requires so many elements that we can ever imagined, we all know how big the
task is to simply conduct a thorough inventory of our hardware devices, so how broad your
sensitive data security solution would be, to every internal and external device node, it is
humanely impossible. VerticoDATA is a solution that protects the origin source of your
sensitive and privacy data bank, and provides the last line of defense for your sensitive
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—r’ VerticoDATA demonstration portal, you must
IM_{:IXSOFT e click on the *Login’ to enter the demonstration.

VfticoData

peemeemeznr Click on the button ‘Add a New Login?’ to create
e a new login if you are a new user. Click on
‘Forgot Password?’ if you don’t remember your
password, a temp will be generated and email to
you. Or simply provide your email and password
to login.

Login

Enterprise Security Solution

—’ ; ~ ‘Add a New Login?’, be sure to enter your pass-
IMQXSOFT axor word twice. The Verification field is not case
(L) sensitive and doesn’t contain numbers. You need
to agree on the Terms of accessing our Vertico-
DATA demonstration portal.

Register Now
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ALERT - LIVE DATA BREACHING on these 15 ORACLE servers ...

There are 169 ORACLE servers, here is the list of all ...

iMaXSOFT verticoDATA - Enterprise Security Solutions
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Once you have successfully logged in to Vertico-
DATA demonstration portal, a list of all your
ORACLE database servers are shown, and poten-
tial data breach alerts and warnings are also
grouped and marked separately.

You may click on a server from the list via its
location and perform further security breach in-
vestigation.

This page can be customized according to the
configuration and setup of your data center and
cloud hosting site, and integrated it into your en-
terprise central operation console. Security
monitor is becoming the core focus of today’s IT
infrastructure.

How well an enterprise protecting their custom-
ers’ sensitive and privacy information drives the
faith of the business and its survival.

This is the main menu of a specific ORACLE
database server, i.e. database server at Washing-
ton, DC. This main menu has 2 sections, one is a
security monitor and the other one is a set of
ORACLE secure tools.

Security monitor demonstrates some core features
of VerticoDATA, i.e. data leak detection, mali-
cious access prevention, and cyber breach real-
time blocking.

The secure ORACLE toolset is designed to allow
end-users, business constituents and associates to
securely and efficiently move sensitive and pri-
vacy data on the net and across mobile devices.
Traditional user authentication and access au-
thorities are a small portion of today's compre-
hensive enterprise security solution.
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Server Specific Main Menu

iMaXSOFT VerticoDATA - Enterprise Security Solutions VerticoDATA iS the last line Of safeguard that
LEETSAI - Lee Tsai Tuesday 20th of October 2015 01:44:30 PM . . .. .
e T secures the source and the origin of sensitive pri-

Home Washington.DC DBServer Logout

iMaxsOFT DBServer: WASHINGTON, DC VaCy data bank~

%{iconata ORACLE SECURITY MONITOR
© (®) O VerticoDATA can be privately labeled and cus-
Scan Scan

tomized as an integral part of the enterprise com-
prehensive security solution. VerticoDATA can
also be enterprises’ security forensic experts, audi-

an
Excessive Access Abnormal Access Malicious Access

Q

Alert Alert ler

Excessive Access Abnormal Access Malicious Access tOI‘S and Operators t111.11 IMAXSOFT’S Cloud data

(3 @ é center, which is a VerticoDATA security hosting

Analysis Analysis Analysis . . .

EPHI Breaches. Malicious Programs. Long Transactions services center’ and these services prOVlde 24 by 7
Erticopata oract TooLser access to enterprise’ security information world-

p f' @ wide from web and mobile.

DBAPIus DBAdvisor DBRescuer

w o =y VerticoDATA manages all enterprises” ORACLE

&’ . .
ommcie D e applications and databases from a central control
Configuration and Setup ~ Configuration and Setup ~ Document Management . .
console, any potential security breaches and

Home Washington DC DBServer Logout threats will be immediately alarmed and alerts will
be delivered to designated security officials

promptly.

Enterprise Security Solution

This panel layout is generic, and it can be easily
customized and integrated into the central enter-
prise operation console.

VerticoDATA offerings include a pre-built Ul
(user interface) as a general purpose model for
enterprise’s IT to adopt easily, and a set of build-
ing blocks which are used to established a pro-
prietary security solution that meets each enter-
prise’s specific business needs.
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Excessive Access Scan

O

Abnormal Access Scan

Enterprise Security Solution

Malicious Access Scan
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VerticoDATA demonstration includes 3 basic
groups of threat scans from a database server. The
excessive access, the abnormal access and the
malicious access of sensitive and non-sensitive
data from an ORACLE database server.

The excessive access scanner scans for database
accesses that are exceeding VerticoDATA access
security threshold rules, for example, a process
reads or changes more sensitive or non-sensitive
records than a pre-set of limits., a process takes
longer than historical averaged time to run, or a
user’s connection time exceeds its allowable time,
and so on.

The abnormal access scanner scans for database
accesses occurred that are not within permissible
time windows, for example, after normal working
hours, weekends and holidays. VerticoDATA de-
tects database access patterns that do not match
their respective historical access patterns, and da-
tabase access methods that do not comply with
their historical normal access methods, i.e. a proc-
ess that has never accessed credit card informa-
tion, or a process execution logic is suddenly
changed.

The malicious access scanner scans for a pro-
gram, a script, a procedure, a subroutine, or a SQL
statement that has never been registered in Verti-
coDATA Central Intelligent DNA Dictionary. We
need to quickly identify this abnormal object,
whether it is a new program, a Trojan implant, a
SQL injection, or a run-away ghost process.
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VerticoDATA - Excessive Access Scan

VerticoDATA Excessive Access Scanner scans
for ORACLE database sensitive and non-sensitive
data accesses that do not comply with access secu-
rity rules.

Excessive Access Scan This preliminary summary reports basic attributes

of potential threats, which includes access time,
iMAXSOFT ORACLE Data Breaches Scanner acce§§0r name, gccess program na}me, and whether
T T T e sensitive and privacy data (EPHI') is affected.

Home NewportKY DBServer Logout

Threat scanner: privacy data security threat and suspicious breach

Gheckin Selecied

od Gheckin Al Discard Al

Security officer may optionally transferring those
of interested logs from each individual database
server into enterprise level central security vault
for further investigation.

You may use VerticoDATA’s building blocks to
create an automated process that pre-screens and
transfers potential threats into your security vault.

omeent The check-in and discard logic and customization
building blocks are also applied to Abnormal
Access Scan and Malicious Access Scan.

Enterprise Security Solution

Home Newport.KY DBServer Logout

Footnotes:

1. EPHI - Electronic Patient Health Information, it is a term
used in healthcare industry. We use it as an example term
of Sensitive and Privacy Data.
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VerticoDATA - Threats Alert f

\(/ . Once threats are checked into VerticoDATA secu-

erticoData rity vault, alerts are generated according to the
attributes of the threats, and alerts are routed to the
proper personnel for further investigation.

The excessive access alerts are those database

accesses that are exceeding VerticoDATA access

security threshold rules, for example, a process

reads or changes more sensitive or non-sensitive

records than a pre-set of limits., a process takes

longer than historical averaged time to run, or a

. user’s connection time exceeds its allowable time,

Excessive Access Alert and so on.

The abnormal access alerts are those database

accesses occurred that are not within permissible

time windows, for example, after normal working

hours, weekends and holidays. VerticoDATA de-

tects database access patterns that do not match

their respective historical access patterns, and da-

tabase access methods that do not comply with

their historical normal access methods, i.e. a proc-

ess that has never accessed credit card informa-

tion, or a process execution logic is suddenly
changed.

Enterprise Security Solution

Abnormal Access Alert

The malicious access alerts are those database
access from a program, a script, a procedure, a
subroutine, or a SQL statement that has never
been registered in VerticoDATA Central Intelli-
gent DNA Dictionary. We need to quickly identify
this abnormal object, whether it is a new program,
a Trojan implant, a SQL injection, or a run-away
ghost process.

®

Malicious Access Alert

c
<

MaxSOFT Corporation

Tel:  (408) 253-8808
Fax: (408) 253-4008
E-mail: lee@imaxsoft.com
www.imaxsoft.com

P. 0. Box 1222 Cupertino, CA 95015 USA
PAGE: 7



MaXsOET

VerticoDATA Quick User Guide

Enterprise Security Solution

VerticoDATA - Excessive Access Alert 4

iMaxsorT

The excessive access alert contains a list of poten-
tial threats that need further investigation for pos-
sible sensitive data breaches.

A summary view of incidents is shown chrono-

logically. Each sensitive data access exceeded
its respective access control threshold, i.e. maxi-
mum number of records per fetch, is pre-
processed by VerticoDATA threat diagnosis en-
gine for security staff for further investigating.

L]
o
L]

In the demo, each access alert is raised due to it
has touched or affected more rows than allowed
whether is sensitive or non-sensitive data related.

& EPHIDataViewer is a full list of all sensitive

data that are affected (read or write) of an inci-
dent which can leads to a serious data leak and
database sabotage.

acefile, Setting and Configuration

Enterprise Security Solution

Log SQL DML' statement is no longer an answer
to today's highly sophisticated hacking skills, it
doesn’t truly reflect the impact to your sensitive
data, you have no idea how may rows are physi-
cally transferred out to the accessor, and what data
are actually viewed by the accessor. More often
hackers are only focused on those persons of in-
terest, which is a lot more difficult task to prevent
and requires high precision-driven technology to
detect.

A simple SELECT may cause ORACLE database
core engine to fetch and to cache a lot more rows
- for performance and concurrency reason, but they
< are not necessary all been read by the accessor.
What exactly are read is always a big challenge
of today’s security solution.

Footnotes:

MaxsorT Corporation 1. DML is data manipulation language, in general, they are
SELECT, INSERT, UPDATE and DELETE.
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VerticoDATA - Excessive Access Alert @

iMaXSOFT verticoDATA Tracefi, Setting and Configuration

& SQLStmtLog gives you a complete access

map of a process. It logs each every ORACLE
access DML' and DDL? statements from the be-
ginning to the ending of the process.

The most importantly, each and every binding
variables must be translated into their original
and actual data form, so that you know the exact
impact to your data. For example, “SELECT *
FROM CUSTOMER_PROFILE WHERE
CUSTOMER_NAME LIKE :bl;” is meaning-
less from data analysis stand point of view, but if
we translated the binding variable :bl to its run-
time value ‘%0%’, then immediately you know
that somebody is trying to get information of all
customers whose name contains a letter ‘O’, i.e.
John, Joe, Brown, and etc.

In order to take advantage of powerful ORACLE
transaction processor, VerticoDATA tracks and
logs ORACLE internal transaction id for all DML,
you can always map any transaction back to ORA-
CLE archived log for further investigation in the
areas of data replication/mirroring, data archiving,
data warehouse, and high availability.

Enterprise Security Solution

VerticoDATA can be configured to conduct pro-
gram DNA only verification for your batch proc-
esses, which eliminated lengthy logs and zero
impact to the performance.

VerticoDATA core is designed to seamlessly han-
dle long-life and multi-threaded daemon process,
each logical process unit is logged as one group,
there are no transaction interleave and overlap
logs.

c
<

Footnotes:

1. DML is data manipulation language, in general, they are
SELECT, INSERT, UPDATE and DELETE.

MaxsoFT Corporation 2. DDL is database manipulation language, i.e., CREATE
TABLE, CREAT INDEX, TRUNCATE TABLE, ..., etc.
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VerticoDATA - Excessive Access Alert @)

Excel Download allows you to download

EPHI data of this specific process to your local
storage along with VerticoDATA Tracker, so that
the downloaded doc is traceable no matter where
it goes. The document tracker solution needs to be
purchased separately and is an customizable op-
tion.

View Logfile allows you to examine the raw

meta-data from our logfile, which is the base
of all VerticoDATA analysis. It is one per process
unit which is generated from a complete-run of a
program, a script, or a procedure, or is generated
from a logical process cycle from a daemon proc-
ess.

- Once you are familiar with and master the format

of our logfile meta-data, you may apply your own

~ intelligent forensic logic and rules, generate your
. own alerts, and build your own security vault.

Enterprise Security Solution

The meta-data format is copyrighted, and iMax-
soft owns its sole proprietary right. iMaxsoft re-
serves the right to freely make changes to the
meta-data format without the consents of its cus-
tomers.

eDelete allows you to remove this incident
from your security vault.

c
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EPHI Breaches Analysis

+

Malicious Programs Analysis

Long Transactions Analysis
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VerticoDATA security vault is built for you to
explore potential threats, to investigate the foot-
print of suspicious attacks, to diagnose the causes
of data leaks, to assess the severity of a data
breaches, and to detect and to block potential se-
curity vulnerability.

EPHI Breaches Analysis allows you to perform
sensitive data breach research. Your historical
sensitive and privacy access information is the
most valuable assets for early breach discovery
which can significantly reduce the chances of fu-
ture more serious attacks.

Malicious Programs Analysis allows you to pro-
tect your data from being accessed by unknown
and un-registered programs. There are hundreds of
thousands of back doors that are reserved and cre-
ated by hardware and software vendors to conduct
real-time upgrades, debugging, performance tun-
ing, storage devices synchronization, and many
other viable purposes. Unfortunately, back doors
are your worse vulnerabilities for hackers. At any
given second, a hacker may trying to plant a Tro-
jan onto your server which can be used to hijack
your servers and to attack your precious sensitive
and privacy data without any visible trace.

Long Transactions Analysis allows you to moni-
tor and to control your sensitive and privacy data
access within a pre-set of constraints. No general
users can access data crossing certain boundaries,
or exceeding certain time-limits. There is no way
to 100% stop cyber-crimes, but you certainly can
manage and mitigate the risks and damages to the
minimum.

PAGE: 11
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EPHI Breaches Analysis allows you to conduct
sensitive data breaches research. Electronic Pa-
tient Health Information (EPHI) is a synonym of

EPHI Breaches Analysis Sensitive and Privacy Data in USA healthcare
industry.

iIMaXSOFT securty Threats Analyzer Suspicious breaches are isolated and reported for

T securlty staff to conduct ‘further analysis to assess

s ey sty e st the seriousness of potential threats to the sensitive

and privacy data.

Each potential incidence’s activities are fully diag-
nosed and logged via VerticoDATA threat protec-
tion engine. You will learn when and how the
breach was found, what and how many sensitive
and privacy data were affected, and the user who
was responsible for it.

] ccccocce

5

LE

A historical trend analysis can be done easily in
diagrams by user, by process, by time window, by
access point (i.e. IP), by data volume, and by data
content.

Enterprise Security Solution

5-06-30 12:27:07 (leevd dbag:1265)

623 10:35.05 (leeva sqlplus 4819)

The most difficult threats to detect are those
deeply implanted Trojan processes which are in-
visibly co-existence with your normal operations,
the routine threat behavior monitoring and analy-
sis is the only way to dig them out before catastro-
phic damage.

There is no silver bullet for cybercrimes and data
leaks preventions. A good security solution needs
to be able to intelligently collect and analyze all
c aspects of data access methods and their contents,
< needs to be able to segregate those suspicious ones
from good ones, and needs to be able to learn and
tune its security rules via security staffs’ deci-
sions.

MaxSOFT Corporation
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Malicious Programs are extremely difficult to
detect, they can name itself to comply with your
naming standard and can hibernated themselves

Malicious Programs Analysis for a long time before attacks.

iMaXSOFT security Threats Analyzer VerticoDATA program DNA technology is the
LEETSAI - Lee Tsai Wednesday 4th of November 2015 11:37:06 AM core tO detect malicious process effectively. Our

Home Kanarraville,UT DBServer Logout

approach is to catch malicious programs during
their hibernation or when they are in act. Vertico-
DATA intelligent engine quarantines and segre-
gates malicious processes, procedures and scripts,
and remove them before they attack.

Threat analyzer: un-authorized accessor and malicious program!

Sat, Jul 11 2015

VerticoDATA program DNA technology is only
applied to ORACLE database accesses. You may

: .
By ey T UV leverage VerticoDATA source code and customi-
zation service offerings to extend the technology

to your entire IT operation.

Enterprise Security Solution

sat, May 23 2015

Thu, May 21 2015

IMaXSOFT vericaaTa Tracefie, eting and Confguratin An active list of all ORACLE database access
oy processes can be created via VerticoDATA pro-
gram DNA scanner, and VerticoDATA maintains
the accuracy of the list by automatically applying
adjustments from each program’s execution statis-
tics.

c
<

In a production environment, the ORACLE appli-
cation execution footprints are rarely changed.
The VerticoDATA patent pending program DNA
dictionary can be quickly established and be vali-
dated with near zero performance degradation.

MaxSOFT Corporation
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Defining a Long Transaction is clearly a chal-
lenge. The criteria of a long transaction can be a
database query that runs over a certain amount of
time, a process that accesses a database exceeding
its historical average runtime, or an unknown pro-
cedure that accesses a sensitive data table over a
long while.

To define allowable runtimes for all your transac-
tions is impossible and is not feasible, but it is
vital not to alert security staff when a sensitive
data access has been taking enormous amount of
time to execute.

To block threats in-time is the best strategy for
risk mitigation. But, how long is too long, what
action needs to be taken when a long transaction
occurred, why long transaction is a potential secu-
rity threat. In years of our experience, the most
commonly threats caught are those activities oc-
curred irregular and abnormal, the long transac-
tion scenario falls into this criteria and is one of
the most important quantitative measurement for
identifying abnormality.

A comprehensive operation statistics warehouse is
required to conduct precise preventive measure-
ment for securing your precious data. Vertico-
DATA collects runtime statistics and creates your
proprietary security forensic information ware-
house automatically. VerticoDATA powerful fo-
rensic analytical building block can be leveraged
to develop your own threats detection solution.

PAGE: 14
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VerticoDATA - FREE ORACLE Toolset <

, In order to effectively safeguard your sensitive
erticoData data bank, you must limit the usages of any gen-
eral purpose database access tools to a small and
controlled personnel, i.e. ORACLE query tool

sqlplus, data import and export utilities, data
warehouse utilities, and many more.

Database security is beyond a simple user authen-
tication procedure, the “when and what can be
accessed by who” security strategy is no longer
sufficient to protect a database from hacking and
leaking, instead the ’content access traceability’
is a lot more powerful and feasible strategy for
threats prevention in today’s highly technological
driven IT infrastructure.

Any dynamic general purpose tools from ORA-
CLE, third-party vendors, or home-grown, must
comply your enterprise security standard, these
utilities must be capable to log and trace activities
and contents of your sensitive data in and out from
its data source, and an user defined routine is call-
able to format and to store auditable information
to your central security vault.

Enterprise Security Solution

VerticoDATA threat analytical tool, the broader
auditing information are logged to VerticoDATA

security vault, the more accurate threats are pre-
dicted.

VerticoDATA offers a full set of building blocks
and libraries, you may create proprietary database
access utilities with embedded security functions
for all your internal and external enterprise users.

é The subsequent pages illustrate sample utilities
that are created on top of VerticoDATA security
platform and their respective security measure-
ments.

MaxSOFT Corporation
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VerticoDATA - FREE Secure Tools <&

DBAPIlus - a database dynamically access tool.

c M Data query, data manipulation, database structure
(@) l"III manipulation, data piping, access control, and etc.
- DBAPIus

=

O
» DBAdyvisor - a database table spaces and parti-
_.2" tions management tool. Data storage allocation
"— analysis and access performance impact analysis.
= DBAdvisor

(S
&

(«b] escuer - a real-time data recovery tool. Ro

DBR I-time d y tool. Roll

2 back and damaged data on a production database.
E_ Redo and undo any data damages in a live produc-
— DBRescuer tion database environment.

(5]

b

| o=
Ll

ORACLE setup and configuration required for
VerticoDATA core engine.

ORACLE Setup

VerticoDATA can be configured dynamically via
p runtime parameters which can be set thru environ-
ment or a configuration file.
' VerticoDATA Setup

documents among you, your customers, and your
business constituents and partners.

[ =
< Document Tracer is a technology invented by
iMaxsoft to track the transmission of sensitive
D

ocument Tracer
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VerticoDATA - DBAPIlus

il

DBAPIus

iMaXSOFT peapius - ORACLE Superuser Tool

LEETSAT-Loe Teal &
—

Home Elesle i DBServer

iMaxsoFT

LEETSAI

LE Superuser Tool
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DBAPIlus - a database dynamically access tool,
which serves end-users, IT staff, DBA and secu-
rity officers for database structure maintenance,
performance analysis, data analysis and manipula-
tion, data piping, access control, and etc.

DBAPIlus contains built-in security measurements
as followings:

1. seamlessly interact with VerticoDATA core
engine to track and log auditing information
for threats control

2. performance evaluation and turning assistance

3. run-away query and long transaction preven-
tion

4. enterprise global settings for user access time
constraint, and retrieved data volume control

5. web and mobile version of sqlplus (full func-
tions)

The main menu of DBAPIlus contains 5 main
functions, Secure SQLPLUS, Query Performance
Tuner, SQL Parser, Database Structure and Data
Quick Scanner, and DBAPlus Environment Set-
tings.

Secure SQLPLUS - you may enter any valid
DDL and DML in the text box, then hit RUN but-
ton, a confirmation page will be displayed with
statistic information and wait for you to hit EXE-
CUTE, DOWNLOAD or CANCEL button.

EXECUTE will continue and finish the query

(DDL or DML) and show results if there are rows
found and fetched.
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VerticoDATA - DBAPIlus

iMaXSOFT psaPlus - ORACLE Superuser Tool
EET e

DOWNLOAD will transfer fetched data to your
local storage. Or you may CANCEL the query.

Query Performance Tuner - depends on the da-
tabase structure, the ORACLE kernel optimizer,
and how a query is constructed, the user query can
be tuned for efficiency and performance.

Valuable statistics information are provided from
ORACLE kernel query analyzer and optimizer at
different stages of a query execution. Of course
the most accurate estimate is to gather information
after the query is completely done, but in most
cases we need to know the guesstimate of a query
before it starts draining database resources.

VerticoDATA provides you 3 ways to evaluate a
query and get different degree of guesstimated
runtimes before execution, they are ExplainPlan,
TraceOnly, and TKProf109. The ExplainPlan is
using ORACLE “EXPLAIN PLAN FOR <your
query>;” and then display the result from table
dbms_xplain.display. The TraceOnly is using the
feature “set autotrace traceonly;” from ORACLE
sqlplus. The TKProf109 is using ORACLE tkprof
utility, temporarily sets “ALTER SESSION SET
SQL TRACE = TRUE”, and reads the ORACLE
trace logfile afterwards.

PAGE: 18
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Vertico - DBAPIlus

iIMIaXSOFT DBAPIus - ORACLE Superuser Tool
i
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ExplainPlan example.

iMaXSOFT peaPius - ORACLE Superuser Tool TraceOnly example.
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VerticoDATA - DBAPIlus

LEETSAI - Loe Teai sou

iIMaXSOFT bBAPIus - ORACLE Superuser Tool TKPI'Oﬂ 09 example

Query Parser - this is an extremely important
feature, and it should be used in conjugation with
ExplainPlan, TraceOnly, or TKprof109 in order
to precisely identify whether a query is touching
sensitive data objects from your database or not.

Enterprise Security Solution

iMAXSOFT DBAPIus - ORACLE Superuser Tool

LEETSAT-Los Teal s
—
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Query performance run tree contains a detail list
of all accessed objects, so it is the best place to
start investigate whether a particular query ac-
cesses your sensitive data source or not. In many
case the sensitive data objects are hidden in com-
plex views or are renamed to difference objects,
the run tree from ExplainPlan, TraceOnly and
TKProf109 breaks query to its base objects.

Eleele Hi DBServer Logout

é Parser and performance techniques are also part of
VerticoDATA building blocks provided for you to
integrate to your applications and create your ac-
cess secure shield.
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VerticoDATA - DBAPIlus
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VerticoDATA DBAPIlus query runtime configu-
ration - a secure query tool provides a secure en-
vironment for users to safely conduct sensitive
and non-sensitive accesses to and from databases.
Any security measures are invisible to your end-
users and are so comprehensive that you are not
only can monitoring the traffic of data accesses,
but also know the exact content accessed by users.

VerticoDATA DBAPIlus setting demonstrates the
fundamental requirements for a secure query tool.

1. limit the maximum number of fetched rows
returned from users’ queries

2. show query’s guesstimate runtime before its
execution, so that users know the approxi-
mately execution time of their queries to
avoid long-queries

3. show query’s total qualified row count before
its execution, so that users know the exact
size of result set before commit it

4. limit the maximum time that is permitted for
each query, this will prevent any run-away
long queries

5. many others ,,,

The goal is to pre-set your enterprise security
rules at tool level, so that your end-users can
openly and freely access your database without
accidently stepping on any your security land-
mines.

Today’s sophisticated security hacking techniques
has changed the way how we manage and distrib-
ute traditional tools and utilities. The old fashion
and closed environment tools and utilities are the
most vulnerable to data leaks and cyber attacks.
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VerticoDATA - DBAPIlus

DBXray - “how comprehensive and secure the
DBXray is” drives the success rates of your IT
database centric application development.

In order to seamlessly synchronizing your soft-
ware development team and be sure all members
are always on the same page, your must have a
secure tool that acts as a focal point and can be
accessed 24 by 7, from anywhere and any devices
internet and mobile.

VerticoDATA has created a set of tools that you
can deployed as it or enhance them by adding
more control and more database objects. DBXray
contains database TABLE structure and data man-
agement, database VIEW structure and data man-
agement, and database PROCEDURE, TRIGGER,
and SEQUENCE objects structure management.

iMaxso!

[EETSAI-Lee Tea
—

+ORACLE Superuser Tool TABLE name list, DBXray groups tables by their
associated schemas. A “first | prev 500 | next 500
| last” is displayed for schema that contains more
than 500 tables.

Enterprise Security Solution

You may view each TABLE structure by click-
ing on the name of the table. A separate tab is
opened for showing the table structure in details.
You can switching between these 2 tables for
viewing other tables.

If you click on the ViewData link, the table con-
tent will be shown, the maximum number of rows
displayed depends on the settings set via hitting
Setting button.

c
<

MaxSOFT Corporation

Tel:  (408) 253-8808
Fax: (408) 253-4008
E-mail: lee@imaxsoft.com
www.imaxsoft.com



MaXsOET

VerticoDATA Quick User Guide

Enterprise Security Solution

iMAaXSOFT DpeaPlus - ORACLE Superuser Tool
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e ———————

DBXray - TABLE structure display (on a separate
tab)

Table Name: HMO.PROV_SPECIALTY

e
S2075 Matson Comoration

IMAXSOFT 08ARIs - ORACLE Supsruser Toa DBXray - TABLE content display. If each row
content can be fit in a pre-set (Setting button) line
size, then each row is displayed horizontally, oth-
erwise each row is displayed vertically with col-
umn name on the left and data on the right.

Enterprise Security Solution

LE Superuser Too DBXray - horizontally display.
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DBAdivsor - a database storage space manage-
ment tool. DBAdvisor offers you a global view of
the layouts of tables, indexes, tablespaces, and
partitions. The appropriate allocation and mapping
of logical data structure and physical storage is
crucial for database performance.

DBAdvisor assists you to manage the allocation of
logical database structures and physical storage
spaces. The logical database structure is referred
to tables and indexes, and the physical storage is
referred to tablespaces, partitions, and OS data
files. The physical storage contains devices with
variant access speeds, and the properties of logical
tables are variant from the size of tables, the ac-
cess methods of tables, the indexes of tables, the
partitions of tables, and the usages of tables. Prop-
erly mapping of logical structure and physical
storage drives the overall performance of your
database.

Tablespace Usage - based on the tablespace name
you entered, either a full or a partial tablespace
name, a list of qualified tablespaces is shown
along with their respective usage statistics.

You may click on a specific tablespace from main
tab for a detail analysis report which is shown in a
separated second tab, and you may switch back to
the main tab, and select another tablespace whose
detail report is refreshed to the second tab. You
may go between main and second tabs for table-
space name list and their respective tablespace
usage detail report.
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IMaXSOFT osagvisor - 0RACLE space anager Tablespace Usage Report - the first chart shows
OB Acuisor - Tablespace Name: T3S_HIIO tablespace available free space. The second chart

TBS_HMO Tablespace Free Space: 3,473 MB of 18,000 MB.

shows the mapping of tables and indexes in table-
space used space. A full list of all indexes and
tables are show below the charts.

TBS_HMO Tablespace Usage Distribution: 14,627.44 M8

You may click on an index or a table link and a
third tab is created for a detail specification of the
object. You may switch between second tab and
third tab for details of all objects belonged to the
specific tablespace.

iMaXSOFT peadvisor - ORACLE Space Manager The third tab contains detail specification of table
LEETSAI - Lee Tsai Monday 23rd of November 2015 01:18:36 PM SEDC—MDM .DATE_DIM.
Table “SEDC_MDM.DATE_DIM" in TBS_HMO

—
2015 Maxsof Corporation

iMaXSOFT DBAdvisor - ORACLE Space Manager The third tab contains detail specification of index
SEDC_MDM.PKI DATE_DIM,

Index "SEDC_MDM.PK1_DATE_DIM" in tablespace TBS_HMO

22015 s
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(TABLE.

Home PalauPW DBServer Logout
—
ororaton

2075 M

iMaXSOFT DaAdvisor - ORACLE Space Manager
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DBAdvisor - Tablespace: TBS_MDM_P3 Partition:SYS_P151
TBS_MOM_P3 Tablespace Free Space: 400 M8 of 10,000 WS

@ e
3 .

S¥S_P151 Partition Usage Distribution: 6,400 MB

H ® TABLE PARTITION=6,400 MB
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Partition Usage - based on the tablespace name
you entered, either a full or a partial tale name, a
list of qualified partitions is shown along with
their respective capacity.

You may click on a specific partition from main
tab for a detail analysis report which is shown in a
separated second tab, and you may switch back to
the main tab, and select another partition whose
detail report is refreshed to the second tab. You
may go between main and second tabs for parti-
tion name list and their respective partition usage
detail report.

The detail analysis report for partition SYS P151
which is the named tablespace TBS MDM P3.
The partition SYS P151 is used only by table
SEDC_MDM.INTERVAL USAGE FACT3. The
is the second tab, and you can click on the table
link to view its detail specification in third tab.
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- DBAdvisor

IMaXSOFT Daadvisor - ORACLE Space Manager

You may click on an index or a table link and a
Tabe"SE0C VoM ITERYAL UG, FAETS I paton T, D PSP third tab is created for a detail specification of the
K object. You may switch between second tab and
third tab for details of all objects belonged to the
specific tablespace.

The third tab contains detail specification of table
SEDC MDM.INTERVAL USAGE FACTS3.

Enterprise Security Solution
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VerticoDATA - DBRescuer o

DBRescuer - a complete security solution does not
only detect and block data leaks, but also needs to
recover damages caused by data sabotages.

DBRescuer DBResguer integrates with ORACLE logmnr util-
ity, it ties user processes and ORACLE transac-
tions as events, you can search, REDO and UNDO
any specific transaction from your iPhone, iPad
oraPC.

Thru VerticoDATA building foundation, you can
develop an automate recovery process via a set of
specific criteria.

iMaXSOFT vericoDATA Tracefile, Setting and Configuration DBRescuer ORACLE SWitChLOg - in order to
access most current transactions committed by
ORACLE on your database server, VerticoDATA
requires you to flush committed transactions from
ORACLE redo-logfiles to logmnr archived-
logfiles first.

Home PalauPW DBServer Logout

ORACLE Switchlog
Cacho All PEN

Precisely matching VerticoDATA’s audit logs and
ORACLE logmnr archived logfiles is crucial for
database forward and backward recovery.

Enterprise Security Solution

DBRescuer Cache All OPEN - to minimize the
load and the operational intervention on database
server, and to speed up transaction search, Verti-
coDATA caches ORACLE redo and undo transac-
tions to a recovery vault. This action will auto-
matically caches checked-in but un-cached trans-
actions from database server to VerticoDATA
recovery vault all at once.

DBRescuer Get Transaction - you may locate
transactions occurred in a period of time, from a
specific process, through a specific user login, on
a specific database server, or any combination of
these search criteria. You may easily customize
this powerful tool via VerticoDATA building
block.
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Vertico - DBRescuer

iMAaXSOFT verticoDATA Tracefite, Setting and Configuration

LEETSAI- Lee Tsal _ ioney 23 civovers

Home PalauPW DBServer Logout

DBRescuer: ORACLE Transaction Security and Recovery
:
:
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—

IMaAXSOFT VerticoDATA Tracefile, Setiing and Configuration
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DBRescuer: ORACLE Transaction Security and Recovery

Cache A OPEN

38 transactions found from 9 log events - Oracle READ and WRITE transactions

PW DBServer Logou

IMaXSOFT verticoDATA Tracefie, Setting and Configuration

DBRescuer Clear and Set Defaults - to clear all
search fields and set the period to default
2015/05/01 thru 2015/08/31.

DBRescuer Cache SELECTED - caches those
un-cached transactions from database server to
VerticoDATA recovery vault from the selected
list.

Transaction Event List - the default list is a list of
transaction events occurred in the period of 2015-
05-01 thru 2015-08-31 as an example. An event
can be a program run, a script, a execution cycle
of a daemon process, and etc.

You may view the ORACLE transaction summary
by clicking on the event name, and get details of
each transaction by clicking on transaction ID.

Get a summary of all executed SQL statements of
an event, simply click on the SQLStmtLog link.

SQLStmtLog link - in order to precisely analyzing
the end result of a logical ORACLE transaction,
you must have a complete view of all ORACLE
SQL statements in their chronological order. For
example, the transaction 1.13.94202 deleted 185
rows, but they were all roll-backed, the end result
was nothing deleted. But if you simply checking
the detail of transaction 1.13.94202 from logmnr
archived logfile, you would never be able to tell.
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Transaction Details - click on the colored ORA-
CLE XID, you will get a detail transaction report
which contains the transaction origin form, the
data it touched, redo executable SQL statements,

:» undo executable SQL statements, EPHI related

information, the correlation with other SQL state-
ments, and many more.

~ REDO SQL statement - statement that was exe-

cuted by ORACLE, but the end results depends
upon whether it was COMMITED or ROLL-
BACKED.

UNDO SQL statement - statement that can be
used to undo the above SQL statement. But be
sure that the above SQL statement was committed,
and be sure there are no subsequent updates or
associations to the rows affected by above SQL
statement.

We highly recommend that you develop a integ-
rity validation program to cross-check the impact
by undoing a SQL statement. VerticoDATA re-
covery vault and building blocks can be leveraged
for speedy development of this powerful transac-
tion integrity checking utility.

PAGE: 30



MaXsOET

VerticoDATA Quick User Guide

Enterprise Security Solution

Vertico - ORACLE Setup

ORACLE Setup - to validate the ORACLE setup
for VerticoDATA. The most important one is to
turn on ORACLE archived logging facility, it is
not only for the sake of high availability, and it is
important for VerticoDATA Rescuer utility.

ORACLE Setup

iIMAXSOFT oRracLE Configuraton and setup This utility is created on top of VerticoDATA
building blocks, and you may easily customize for
your own environment.

Enterprise Security Solution
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VerticoDATA Setup - VerticoDATA configura-
tion and setup can be grouped into 3 main catego-
ries, security rules and policies creation, applica-
tion and database server runtime environment
settings, and VerticoDATA vaults creation and
maintenance.

Security Rules and Policies Creation - define
sensitive and privacy data from your database, set
policies for sensitive and privacy data access, and
establish alert thresholds for sensitive and privacy
data access violation. VerticoDATA policy builder
can assist you to quickly define and create rules
and policies, and store them into a security rule
database.

Application and Database Server Runtime En-
vironment Settings - there are many runtime pa-
rameters that can be set to alter VerticoDATA
kernel internal logic to best fit your computing
environment.

VerticoDATA Vaults Creation and Mainte-
nance - VerticoDATA vaults are created either by
pre-defined script or from generated scripts via the
security rules and policies engine.

VerticoDATA building block is well documented
and can be used to create tools that are best fit to
your computing environment and security require-
ments. Our sample policy builders include a Mi-
crosoft Visual Basic version, a HTML version,
and a UNIX Character Mode version.
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Document Tracer - sensitive and privacy data
access activities for read and write, must be 100%
traceable.

In order to 100% protecting sensitive and privacy
data, you must know its access activity origin, its
access activity traveling map, and its each and
every accessor’s identification.

With today’s powerful encryption and non-
editable file feature, any sensitive and privacy
reports can be created in a secure form along with
a password protection. If we can seamlessly inte-
grate password, encryption and traceability into
one black box, then we can easily solve the docu-
ment traceability issue.

This VerticoDATA proprietary technology is un-

der developing and has been scheduled for beta in
mid of 2016.
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Vertico - Conclusion

Facts - we cannot completely prevent threats and data leaks.

I There is no bullet-proof security solution. Enterprise IT security
\ " infrastructure covers hundreds of thousands of devices and peo-
ertl CO Data ple, any access point can be the weakest link, once a link breaks,

the entire enterprise will become a vulnerable target for hackers.
It is impossible to 100% stop data leaks, what can we do to mitigate our risks?

What can we do - we must first identify what’s our the most sensitive and privacy information, where
are they stored, and how do they get created and accessed. Next, we need to layout an access road
map of our sensitive and privacy data and see whether we can create an isolated and secure domain to
streamline the management of sensitive and privacy data. At last, an access authorization map is re-
quired in order to create a enterprise wide comprehensive security authentication rule base.

For the sake of efficiency, an in-house IT security team is required, and we must understand that
conducting a thorough inventory of enterprise’s sensitive and privacy data is very time consuming.
But, in order to protect, we must first know what to protect.

VerticoDATA deployment - VerticoDATA can be deployed as it, and makes enterprise specific cus-
tomization concurrently. The sooner we deploy VerticoDATA, the quicker VerticoDATA learns and
strengths the quality of enterprise’s security rule base.

Security breaches will never go away and it is a forever war. We must learn how to live with it com-
fortably. When an cyber attack occurs or a data leak incident occurs, as long as we learn it soon
enough to reduce our risk to minimum, we win.

Enterprise Security Solution

We should not act like that our customers’ sensitive and privacy data is 100% protected and our secu-
rity system is bullet-proof and data never leaks. When data leaks occurred, we shouldn’t downplay the
seriousness of those leaks, lie about the impacts to our customers, and misleads our customers with
meaningless recovery solution. A successful business ranks the security of customers’ sensitive and
privacy data as the highest priority, and is dead serious about pretesting the invaluable customers’
trust and business goodwill.

In today’s digital world, the sensitive and privacy data protection effort is vital for the survival of a
business. Public can be very quickly to loss faith of a business that is not properly protecting their
sensitive and privacy data, and a business can be totally destroyed, if a business is not telling their
customers and the public the real impacts caused by a data leak promptly and honestly. Promptly and
precisely detection of what has been stolen and leaked is a fundamental requirement of any se-
curity solution. We should never challenge the intelligence of the public.
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